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Stealth Operations in Red Teaming FUﬁTSU

Servers
e Want to use a victim’s host as a
network proxy for stealthy operation i i
e Not want to load .NET tooling /
e BOFs are better than proxying in some
cases :) Reverse

e For authenticated access, credentials /
must be obtained ’)
N

Attacker



Credential Theft FUjiTSU

e In Active Directory—based environments, obtaining plaintext
passwords, NTLM hashes, or TGTs is ideal

e However, acquiring these is becoming more difficult,
particularly due to protections such as Credential Guard

[+] No domain specified! Using the USERDNSDOMAIN environmental variable...

[+] Found a DC for the domain

[+] No SPN specified! Using default SPN...

[+] Successfully obtained a handle to the current credentials set!
[+] Successfully initialized the Kerberos GSS-API!

Error! Client is not allowed to delegate to the target SPN.
Error! tgtdelegation failed!




Credential Guard FUjiTSU

Normal mode Secure mode

Isass.exe Isaiso.exe

e Prevents credential theft by isolating
NTLM hashes, TGTs and other secrets
within a virtualized environment

NTLM support
Kerberos

e Devices running Windows 11, 22H2 or
later have Credential Guard enabled by § = 3

default if they meet requirements E

Kerberos support

C I W W - EEmm = m

Hypervisor

https://learn.microsoft.com/en-
8 us/windows/security/identity-
protection/credential-guard/how-it-works
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Research Goal FUJITSU

e Even on endpoints with Credential Guard
enabled, we need to find a way to obtain
user credentials

e For this, we turned our attention to
Windows Hello for Business
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Windows Hello for Business Refresher
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Windows Hello for Business (WHfB) FUﬁTSU

e Passwordless authentication provided by Microsoft

e User ID keys are registered to IdPs (Identity Provider) such as
Entra ID

e The keys can be used for authentication when being unlocked
with PIN or biometric gestures

@rrrsansannannannns
? signed nonce

>
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Authentication to Entra ID FUﬁTSU

Request nonce >

Generate assertion (sign nonce with WHfB key)

p—

Sign assertion with Device key

— :
Send login request >
Mmoo PRT, POP Key------------=nmmmmm
Decrypt POP key with Transport key

PRT Cookie (PRT signed with POP key) ——»:

12
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Hybrid Deployments FUJITSU

e Active Directory also allows users to use WHfB keys for
authentication

e Microsoft introduced three methods for hybrid deployment
e Cloud Kerberos trust deployment lb
No PKI nor
e Key trust deployment AD FS
e Certificate trust deployment

13



Cloud Kerberos Trust Deployment FUﬁTSU

Virtual RODC
(AzureADKerberos) e Microsoft Entra Kerbros server object
krbtgt_AzureAD (AzureADKerberos) is created as a virtual Read-
RIS Ly Only Domain Controller (RODC) in Active
....... L ) Directory

e krbtgt_AzureAD account is also added and
linked to the RODC

Partial TGT,
session key

e Its Kerberos keys are synced to Entra ID for
issuing partial TGTs

e Partial TGT contains user’s security identifier (SID) but no
? group claims
e Needed to be Exchanged for full TGT

Full TGT Partial TGT /

N\

2
3
q
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Password Replication Policy FUTfTSU

e RODC has a password replication policy AzureADKerberos Propertes 2 X
that defines which users’ passwords can = ues e bty ooes  seomy Do sie i
be replicated from DC

This is a Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for

e This is stored in msDS-RevealOnDemandGroup acoourts tat s the Alow goups and ot i e Deny 1 can be
and msDS-NeverRevealGroup attribute of the Groups, users and computers: o
RODC Name Setting

Domain Users Allow

Account Operators Deny

Administrators Deny

e Partial TGT can be exchanged for full TGT | e tpeen By
if the user is allowed in the replication it .
policy i

e In case of AzureADKerberos, Domain Users are S flory
allowed by default and privileged users are not I

Advanced... Add... Remove
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NTLM Support in Passwordless Environment FUﬁTSU

e When exchanging partial TGT with full TGT, the on-premise Active
Directory include a user’s NT hash in the TGS-REP

e With the password hash, users can authenticate to servers not
supporting Kerberos

e This was researched by Leandro Cuozzo and documented in hist blog
The Kerberos Key List Attack: The return of the Read Only Domain Controllers
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https://0xdeaddood.rocks/2021/11/11/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/

Authentication to Entra ID & Active Directory FUﬁTSU

Request nonce >

Generate assertion (sign nonce with WHfB key)
: :

Sign assertion with Device key

; Send login request ’
--- PRT, POP key, Partial TGT, Session key ----5

Decrypt POP key with Transport key

Decrypt Session key with POP key :
: TGS REQ with Partial TGT >
TR YIS (e g ) T e ——
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Login Request to Entra ID
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POST focommon/oauthZ/token HTTP/1.1
Host: login.microscoftonline. com
Uzer-Agent: python-regquests/2. 32_3

Accept-Encoding: g=zip, deflate, br
Acceptb: */*
Connection: keep-alive

—

"win_wer":
Content-Length: 325985 " - .
R ; : scope:
Content-Type: application/x-www-form-—urlencoded
"username" :

windows_api_version=I.I&grant_type=urniiAiet fiZAparamsi3AcauthiZAgrant-typetIiiwt-he "assertion":

eyIhbGeidiJsUeIINiIsICT0eAi0iJEVIQiLCA I eDWITjoi TULIRDLE JONE dHVn QM AT 3k FnEWFPZZ 0 LEDE:
tpRz]l SMEJEUNGOURCNE LYWAFUVILO lp JhWlaUHIMEIFCRLJERGIEVIENQLVHA 2 dt U0pwh Vi 4 akde QU T W)

T1VSMVE bWEoYmls11VUnEiMNS ROUVADalp T TapliQ3NHE TFVEUN4 TWE PREp rWW 1 Gal LUK ENM 10 TVHwME gIDE3Nz IxMDk
LUAzNI Q) RYRFRIIM: LESKINVEV S TXpReES Ch LREVE Dy TURT e UL URMpIEF F 4 TOZvd0x & RXRITQ STH TFVRUF 4 EX0JPPDE £MFY
Snt MVOVAWVAZ dFpHET EORD L SWVEnM: SHWXhNSULC SWpE Tk Ina3Foal 1HOXewlk FRREUZEQUSD QVE4QULTS S TaRODZIF
NVeGdt dESFhe2 TMVwvon 1l 3VWE Zel LVOE FDVIUyhGoyWidsUk JsQlhj M NZ dehnalk x JVnd I Zm e 4VUpn TV L M .

Leho0TFeLzgr QWLINEZWE EZvEiKIvE 3R e FpullGRENO T o L2AzR2SPdWxTak LEcEJCRLppanFPaWlk Zk RS aloww B 1VXVE1jogICl
BKTnd0eGlChVNETUS INmZ0PnFFSEN1eFhiYOFRSFhQUVLZhWVIZDIZVik L anPRAFwvEnE | BVEVandp Rovesvhy 0ZXJueC5ihI0
NDMOYUSuUVEFY LZONFNIWHpOK1EyZ ) Znd 3 RMOWESUF T azF O TUVHUF JMUVozd] EON3F1dGIVaye IQ0RITELy Y| UnPdvbhBE3qSG

hCTULIHEOLEADdBMVVE EXdFQ lwvd l FDTUFE dOZnWURWUBEs QVF IHCSCOXA3Q2d 25Ut 3WUT CUVV TQHeld 0 L= I
VIEOVLI1SAHIx TWShCSh

rExWLEndORUPU LW/ /LoMmleqAVEeWJ o L OC_BEeY PUAHSSY SKIAULIV LAUD - 1>
1__ - fehMWHCDZwkwbKZ0Etn-y3dTt Jzlpskut TXNSHDFRSHIhqSRAKSFN4gEnBNBlge81DiLB-VEDPWYISE

"10.0.19041.389¢&",
"openid aza ugs",
"victim@ternp.com",

"eyJhbGeifiJSUzIINiIsInRScCIEIkpXVCIsIntpZCIE INBHTESS0GZ 1bWxweVpyanhORTEZcDg3d0Fsckh
rezdIUlpVinY10VhLb00SIiwidNlIjoibnd)In0. eyJeY 2 SwZS 16 InSwEWSpZCBhenEgdWdzliviZhwljo

nRUFBQUFEQUS
CNW41aDBLTWF
mT3c4Z0FBIiw
gInZpY3RpbUB

JWT signed
with WHfB Key o

Aegrur/strlaBWuMchvxh

FHOhEVUVFA1NCRTlyh 1 opJGGxol5zswYgloyoDQXA",
REUIJIRUINVEF O 0mdr cWhr "request nonce":

hlTm ]l THWpVenJhIT{EWHD "AVABEQEMKADA"‘Z

VGUDZ GENMux 2V zhy a0y 2 -2

HNFclFIhIJ4dlEKeURzEU
Ul zbWpuZltuc3BELEIVE

JWT signed

4gQ_glEXeyvUinrry {
"grant_type":

L " . " 5 "
wicllveBUioidveGiual - - "elient_id": " scope”: "openid aza ugs",
AUlzSWSSNWNDSTZT a3BY w.th DeV'ce Key "exp": 17721093S&,
ABEW1ZaWRY Tmx JamSp¥m ek 14TURr ek 5T w3 " . -
ZENJIM: 1D 0h0 eml 5 TURS InTUZZ V1) iat": 17720733%&, Nonce
5salTyeHEVRRETUAOML WIFGZ1pESkE "request nonce":

WCIYEnlkMWhhUXpORF LVaFJWEnECTWLlaVE S YWnpZVETJYVTES RO SrdFhNEVF Wk U1L VoY e RaEECEWL 2aVlYVnt JanSnSUNJHML 1 UTnt AV
1gWmhMVFExWWINAF gl hlQzAzWpaak SEEG1EZL My T IEVaUxDEnE jMO01p T2 1EZ01uWnEBEZM] Jw T LVCHFpTEnV ) 0=V IwaWERLuk 1 Tkp 3
WUNKhTlgONnERTHN oW1 1uT 2 FsQU0wek T4 50F4UThES 3NIT ExTO01YTkBs 20 1HLXF SVHFnVT dwEUe 3UWS 0 ZHE 1 0D Y e VIHEmE i NV IKan J T
EtRCtNU21chWlSeHZLTWALS0F icWHEK0hS azhMant hSWHwE LRLEONERL do Y3 JvVHE EUNZVLT L LenZ 4V0x LbuRPULVOT 1E2N=dsh 1 Tt LGV

enSUbh Iy Tt 10VAWI TheenI0E e Y TR IV xEMGOC EOC iTTEZne LWnlI0J 0k LhQldl TWllodnhoMVS fLWE 1 aE 1S ENEMndr dZ JLWkSFdC4ceT
SwolhldDdYTJVIREZSNULFaHF TUk FLOUZ ONGAFh jhi0GxnE Ths RG1IMOCIWAERIVIVET LN0L 3EKREOd4b 1 Elenl3WWARL 3 1vRFFTISIs Ing )
bmSu¥2UidiJBd0FCREWAF QUFEQUREBT3p fQ1FEMFEwV ] JiMU4wYsEGeWRHLG1EZVD 4w Y 3dVQUFEQUFBIZNQTeVaZVNjUnItcElwSEVEVIT1h ]
Sr¥lN4TTRaUV SR VY EX L ZVVdt end SWFpDMONREF FWek Uy Z LM E dnllhF AT REYZ S lewRDEL TmZ PAZhnQUEL LC InenFudFS0e B LI o i dyT

eGFyTWlz=0nShdRolndyTWS0LXEE cGUE and0LWI 1YV I leils Imls aWVudFSpECIE I JISED 11 ZDE4 LWEON ke D U= 1ThECUywLWY S0DFiTg
J9.iJwedUHxS-shCPvmor qRCgRHAY=XISPenGwo 5 3wD 43Us EWuThWY e VeHAyhgr JF4zVEYItPHldh RExbLEvy-ScV-HgET5cRDgP glbg
TEEEmuS3CHYE PRy 3zP SFhkwlZ8DwxTiquigeiWLEs]l 2030E010gluoWaNlp 0uBkON BNxUW4QP fL0cDipnECkEH1 746 PHXY Iho0Z gFdH
2iFhTShiogZHZouE iPBoJxQALZzMMM gqlRZceDepZWipligs WEonhovpEbulILELwiwiEFzgqwl4LlwlsVLETp odl750sAlzlbiullcERTeX

"AwWABEgEAAAADAOz BQDO_OVZh1lNOcOFydGClmYWNOcwUAAA
AAACcPOSZeScRrupMpHEqQUESnShOFMackbSxMd4gl_glEXey
viinr rwKZC3CaHQVzEZ £5Svs aOWSDFEFWOD0AN £OwBgAAL" ,
"aud" -
"Ta3deBea-8Z6a-45be-b01l0-Thec4Thhbhes5" ,
"igg": "wvictimfternp.com"

OARscogr=Trus




Response from Entra ID FUﬁTSU

HTTP/Z 200 OK
Cache-Control: no-store, no-cache

Pragma: no-cache

Contenc-Type: application/json; charsec=ucf-g

Expires: -1

Strict-Transport-Security: max-age=31528000; includeSubDomains
®-Content-Type-Options: nosniff

P3p: CP="DSP CUR OTPi IND OTRi ONL FIN®

H-Ms-Request-Td: “hd44£81-9c30-4EeT-abE5-abEcal20200
®-Ms-Ests-Server: 2.1.23565.3 - JPELRZ ProdSlices

HK-Ms-Srs: 1.F

Content-Security-Policy-Report—Only: ohject-src 'none'; base-uri 'self';

seript-sre 'self' '‘nonce-dFNlypdBqlF9zxXKIdelHw' 'unsafe-inline' 'unsafe-ewval' https://*.msauth.net https://*.msftauth.net https://*. msftauthimages.net

hetps://*.msauchimages.net hoops://*. nsidencity.com hotps://*.microsoftonline-p.com hotps://* . microsoftaguread-sso.com hutps://*. agureedge.net hotps://*. outlock.com htops://* . office.con hotps://*. office3sh. com hoops://*.microsoft. com

hetps://*.bing.com 'report-sample'; report-uri hotps://csp.microsoft.com/report/ESTS-UK-ALL
X-Xss-Protection: 0O

{

"token type":"Bearer"
"expires_in":"1209558",
in":v0",
"1773315022",

"ext_expires

"expires_on"

"refresh_toke:
"1 AW;AyugSaquvEUwEHtsR'?u“let. S1ppDZFrelSgbwdVYF4AAThrAL B']ABAVEAAAADA“Z BQDO, DU”]:lNDLDFdelmmDLWIMJ 1BX'HLE’“ERC2I'\E]) U[ETJJlTUFquPTPHJIr?HPaJlngLcjwaﬂFQ'ﬂl\ljsYngSvl“hTV"‘KlPR:lZ1LjAE]1NmUt.lDL ']erJHrl"SBxPUrzm*'haz:Ez JV1zVEZEwpB3glp_iMoDiZhIHIS

c5TzpCwql2G7sNPETHnl . oMb Rl oiieakinn i 77700 ERiaR0 e GRG0 o The Guiian s STHRTON S R0 P PR ZKO T2 sWOUP 06 G50 T Sk FElivhok fusHOD
VyEUDKT7zAnPuxXZkt ClLocHGw_tJf00HVESE

VWCFFEVSw_4ZhWIpUGT4 |
Primar Re res Token a1y B st L aEHRAE o
EeYeS0]eGUW_VhzZwwaRl: BUZdpNLDZhANREr [9Fhb ILvRNA_rrzKDuevd
FLPSMFhFensk inLphUZe st & POALRESTALY_G-HOU IVUATLIERSDUGL A /Mo S 0U4HN4 ] 42X NS L0 LWIL /20 F BIVLS) URUCSWE Q4 PLEUS LWNDE 25 E TS 10U LI LAVIKI L O L= (2VA/CL LV gLINSHD -

EZBtlCeMB=VatId0guyYTD-DDZlnzegFelchp TulueuldCetubAgglov-dIEIn3ry(ihaGFDGO0BLacUE4FnlIEU4T7EaUTsEqhz0iTa-39--AS 3 P4 2oy PY2ESL-BR4SPysp I 3wVopIHN ) £514N_SDPiGizxHiKyg3eTPdyg" ,
"refresh_token_expires_in":1209599,

"id token":
"eyJ0eXAi0iJKV1QiLCIhbGeidiJublslInd. ey ThdWQidiTyOWQSEZWQSOCLIAIDY SLTOINzYe YWRIM 1n0Tgx Yty ZDVwNWULiLCTpe3MidiJodHRwezovL 3N0ey 5 3aW sk 2dzln s 1dC8 3V TN ZTh Y S04  ZhL T Q1 VM ¥ AxMCO3Y I 2 NDdi¥u I 20 TUvIiwi aWFO I joxllzeyMTASMT IyLCJuTnYi 0 E3N=T 2Dk x Is InV4eCIE

MTe M ExMzAyMiwiYWlyIjphIntzYSlsInlnTSJdLCIkbIlhaWs 2G5 X2 ShbWIi0iJOZIueCssh I b CIs InRvhbWiph LSuZXRi aWSz X2 ShbWUidiJ0ZXJue CIs IndpdmTu 2 ShbWidiJ 2 aWl0aW0i LCIpZHRSeCIe InVeZXIiLCIpeCFRR ZETi0iTIMi4x 0T TuMC4xNDYALCJuYWllIjoidnl JAGLle IiwibIlk I oiNWUzNul10
DMt MzdhNS00ZDc4LTgSMn Yt ODMIMGIZMD Gl ZngyTiwib 2 Swenlt X 3Nhb VEShY 2w dW S0 2 Shb Wil i T 2aWN0aW0 i LCJvbnByIWl £e 21k 1 0ilUy0x LTUE M) Et NeUTw O TAOODE 2L T IOMD ey MT o 50D gt M M3z IOMTHzN1i 0xMTES T iwicHUp ZCTIE T ) EwMD My MDALNOFDQJ YORTALLC Jwd 2 REdXIs I joi AHROcHME Ly Snby 5t aWllyb 2Nvin
QuTZSLL2Z3hCluayd bGluallkPTIyM)Qx0TgiLCIyaCl&IjEuQVdzQX1l1Zz]1 1bHFDdk VHdOVIdHN SN 3 Uyh Fp qdD J ThHEwRFp GenVMNWdid2 RERJ PEQUpock FELi Is InNpZCIE T IME MS0xMiOx LTELODACN TYwMD Mt MT IS 0Ty NDE SNy 0 xMeUwlzc 0N ¥ LLTHIN L ONDIOCODYiLC T 2dWIi0i Jul U4t EnFGOXID THVoWOYZQjVdkz1
iUHIFM1FBINX(5eTBzdle3inlalFdBT iwi dGVuTWES0X2 Rpe3BsYH1 fhnFtZESTETnRlenSwliwidGVuYWE0X3I122 lvbl19=Y 2 SwZSTETkpQUiTls InBpECTIST JdhM2RIOGHhL T gyimELHDViVy 1 i MDEwL TdiNnMON 2 JiT TSNS Ts InVuaXF lIZVSuYW1l1lTjoidnl jdGle HRlenSwlntlvh 8Ts InVwh i TE InEpY3RpbUB0ZKIucC5 Jb 201
LCJ2EXTi0iTxLjAILCT4bXN faWRyZWwidiTxIDI0OTInO_ ",

S ARPOITDLLOP AV SAHAK LS E U ENE LS 1R KL SQUUAS FIE SIAGE [ /APH st dS InJUAND dgk_c3ePyd SGokmeli3VoBeb i Bk

"session_key_jwe
% T LbmMI0 A TR RONNT iwi Yilan T o (LN L U e e e e o i o e e T £ 71 - 5 A gh 22 72D 79— 1 RAOKK AN b ON Ly

bEF_K815UnGv] TKEDHb s { aBZu3Z hwxa¥n-ric_ck Po P Ke E n C r ted {7 ZuxSTUKskuSY 1eCdz71 Bx I SFATSWI TN
CallBEt-1A127n-cludBF3Zs 922V RPTyE LGSV TV

"device_tenant_id":"7addeBca-826a-45be-b0l0-7hEc4ThbbESS",
"tgt_ad":

"{\"elientKey' "
DCCE £5gAwIBEaEDAGELow0bCLRFUS

ey I Gei0iraIiLCT LbnMi0i JEM U RONNT iwiY3R4 17 0ib OO qak Lk NWFUSWESLO1Calp oS CUSZ2ZpV0owWVHOKZEL £0. . -eS00r 8yyBoanuz-XFDFiw. Fnalp GAFTFZah(Leb INNP184e3HwStwr ack TdP 1D 20D dAPH fEACS0SNr 83 F_hIT. ", "reyType' " 18, "messageBuffer'": " adlF+
QLIrxPQOFMpENwEaADAGEE 0QowlEsGdnl dG1epTIENWGCE IrwggS Vo ANCAQWRD RS LVEVST1A0TESD Uy IDA= 0 AMCAQKhF2AVGWZr end 0230k C1RFU 50 L x PU0FMo4 IEWZCCEF eqAwTBEQEGAGR TV AR D o T E RgSCREFIIL 2 3ux LXmB48F 7w vVS CnHE Dt Mg 9 suwo PATWOTAERS hillhy u £l
Ir2Pr4Wistors WwipGENtuly0TdxclleehiElwe/§ 12dJ547KV2110beeZva] 1eMuF UL £F e g1
*PMITPIbpTa85kZads3od ILhar AR T29uF Sni] - - - NI C / Luh 2 Sully LHPr / 5p £F 2 THHGE S5 T 97
&Tzudo30n2UDPNPIGI4hgr 3ZoeqINTal el 3PackUs TTNKIPEEVAR+2R+4S 5T 061772 PF2ZuSnLiH
QNS 1 aH1 LALHH+ inlk 4TyIhEzoulk QW T0doKyez 51 a r I a W I eSS I o n ey n C ry p e TBiTz3dd]QQUS foT fnd I8EWAKFCN1yCx 9001
CCrVrFudlvlECr EXd+xeD dMWRRQ £Cmx fudlv+ TTTE Ireit0avEHISA/TTLUXexhARWzUF+ fxnVH+E
Don3QnUQYiYynEPcSoddsRygdbleAlVENFZEEET /by 274yhyr 34F4+IpghphliTeerulN IEVEnnFSLa
h4jLRhu1mjDELDHXZmeJLSG+xSL+LmZSXAIBS4umXLQmLdKlDrVSu5zDFCSEVCj5PvKaWzSEDDXZ+L]hHEHHn"EDLYLUalegSFdEzUE]Dl"]SlTNrT5nYL4RleSlJvA“mesEL/IESDILZJhys/L+w/7LbYBdfaSy]deSSnC€IaNanUAUvaEEuulLDl/LEhRAYEnEQmPBGU+DEHKD1&EDEﬂSSEpNLlQVDVlBCCstumtSql
2dWwT40Z/ 1ttt alKEpEIulNETFr Sk imzB 22 challwTnLUaCD xk fu/ B Te2TRV1STIBT 556 b S EVrnY = "realm'.":\"TERNP.LOCALY".%"sn'": " "krbtat/TEENF. LOCALL" *"en'":\"victim\" \"sessionKeyType' " 0.\ "accountTypel":1}",
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Passwordless-to-Password Attack



Credential Theft against WHfB user FUﬁTSU

e Is it possible to replicate the authentication flow from WHfB user
context and steal credentials even in a Credential Guard-enabled

endpoint?
? > a

Request nonce
Nonce

| Generate assertion (sign nonce with WHfB key)

| Slgn assertion with Device key
5 Send login request i
i--- PRT, POP key, Partial TGT, Session key ----é

| : Decrypt POP key with Transport key

I: Decrypt Session key with POP key i
; TGS REQ W|th Partial TGT
b Full TGT and NT Hash
5 21




Living-off-the-Land-Key FUﬁTSU

e All of the keys needed are securely protected in TPM (Trusted

Platform Module)

e However, they are accessible through various ways as
previously presented at Black Hat Asia 2024

blackhat
\ ASIA 2022
- APRILa:E-\l?é 2024 -

Bypassing Entra ID Conditional Access Like APT

A Deep Dive Into Device Authentication Mechanisms
for Building Your Own PRT Cookie

Speaker: Yuya Chudo
Contributor: Takayuki Hatakeyama

Bypassing Entra ID Conditional Access Like APT: A Deep Dive
Into Device Authentication Mechanisms for Building Your Own
PRT Cookie

https://blackhat.com/asia-
24/briefings/schedule/index.html#bypassing-entra-id-conditional-
access-like-apt-a-deep-dive-into-device-authentication-
mechanisms-for-building-your-own-prt-cookie-37344
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: Request non(e4—5
ser ey j
EEEEEEEEEEEEE ion (sign nonce with WHTB keyi

e WHfB user ID keys (ukpub/ukpriv) are accessible through several
Windows APIs and used for generating WHfB assertion

e Examples:

Function

Description

NgcGetUserIdKeyPublicKey

Export specified WHfB user ID public key
(ukpub) blob data

NgcSignWithUserIdKey

Generate signature for the specified input
with WHfB user ID private key (ukpriv)

NgcEnumUserldKeys

Retrieve WHfB user ID key info matched
with the specified user
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REQUESL oI —————%
R L NONCE ===smmmmmmmmen s
- [: Generate assertion (sign e with WHIB key)
DeVIce Key [_‘ISg assertion with D
Send login request
#--- PRT, P key, Partial TGT, Session key ----

e Device keys are registered to Entra ID during Entra join/register
and used for device authentication

e Device keys are available through interacting with cloud authentication
package and its plugin called aadcloudap

Malware B Device key
signed payload -=--_____~
g AAD Token Broker — TTTmeo
(S-1-15-2-191--) T R
| j \‘
> Cloud AP
Impersonate . LSASS
— aadcloudap Device key
> . > SignPayload  —— ’
LsaCallAuthenticationPackage -
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Sign assertion with Device key

Send login request
“#--- PRT, POP key, Partial TGT, Session key ----
ra n S p 0 r ey IDecrypt POP key with Transport key

Decrypt Session key with POP key

e Transport keys are also registered during Entra join/register and used to
protect POP key

e Through RPC calls, POP key can be decrypted by Transport key
e POP key is encrypted again by TPM and protected by DPAPI for later

use

E Transport key

Encrypted SRES _ TPM /@
POP key kb  (Ngc POP Key Service) POP key
i Decrypt
[ NgcImportSymmetricPopKey ]— LRPC call — . v -
I
N Encrypted by

__________ 1
______________ 4 DPAPI TPM’s key /B

Encrypted & DPAPI o a

E ted
protected POP key nerypre

a POP key

-
—~
-
-
-~
L.
-
-___--
-
e
L.
-
-~
L.
-~

-



a--- PRT, POP key, Partial TGT, Session key ----
i Decrypt POP key with Transport key
P O P Ke | |Dem,'pt Session key with POP key |
; TGS REQ with |
[teeeeeeeessseesceemneneeneenseenes:  FUN TGT a1

e Various cryptographic operations are possible using the encrypted
POP key through the Windows APIs

e Examples:

Function Description

Generate a signature of the provided

NgcSignWithSymmetricPopKey input using POP key

Encrypt the provided input using POP

NgcEncryptWithSymmetricPopKey key

Decrypt the provided input using POP

NgcDecryptWithSymmetricPopKey key

26



Transport key
Partial TGT to Full TGT
a r I a O u TGS REQ with Partial TGT ——}——
|---- Full TGT and NT Hash

e By sending TGS REQ with the partial TGT and its session key, TGS
REP can be received containing the full TGT and NT hash

e This is already implemented in partialtofulltgt.py in
roadtools_hybrid repository

e https://github.com/dirkjanm/roadtools hybrid/
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2 ubuntu@sliver: ~ X + v

ubuntu@sliver:~$ sliver [:~(davidﬁl1aptop)~[~/tools/BAADTokenBroker]
2026-02-23 10:U48:06 $ python3 helper.py

Connecting to localhost:31337 ... usage: helper.py [-h] [-s]

{request_prt_cookie,create_prt_cookie,get_tgt,get_tgt

L3
_with_whfb} ...
BAADTokenBroker helper
positional arguments:

{request_prt_cookie,create_prt_cookie,get_tgt,get_tgt_with_whfb}
All hackers gain dash request_prt_cookie request prt cookie

[#] Server v1.7.1 - 2f386b7e096fff1180d59a6c995cfd02c26690d6 create_prt_cookie create prt with session key jwe

[*] Welcome to the sliver shell, please type 'help' for options get_tgt get partial tgt via prt cookie
get_tgt_with_whfb get partial tgt via whfb

sliver > ||

options:
~h, ——help show this help message and exit
=5, ——sliver generte command line for sliver
f4~(davidwilaptop)*{~/tools/BAADTokenBrokerI
=3

Sliver helper script for
(Open Source C2 BAADTokenBroker BOF
framework) (Beacon Object File)




Credential Theft against Non-WHfB user FUTfTSU

e TGTs and NT hashes can be stolen from the context of a WHfB
user

e But what if we have access to non-WHfB user instead?

e Microsoft states that the TGT is issued when passwordless
authentication

If the user signs in by using a passwordless method (such as FIDO2 or Windows Hello for
Business) on devices with Windows 10 (2004 or later) or Windows 11, Microsoft Entra ID issues

an OnPremTgt for the user's on-premises Active Directory domain. This OnPremTgt contains

the user's SID but no authorization data.

https://learn.microsoft.com/en-us/entra/identity/authentication/kerberos
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Partial TGT issuance FUﬁTSU

e As Dirk-jan described in his blog, Entra ID issues a partial TGT
even when users authenticate with their passwords

talkdevice.pem and talkdevice.key respectively. Something interesting to note here is that while this
mechanism is designed for passwordless authentication methods, Azure AD will also include the TGT if
we authenticate with a password. With the password we could as well request a full TGT directly from

Active Directory, but this will be relevant later in this blog.

https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
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Partial TGT issuance FUﬁTSU

e Partial TGT is issued whenever PRT is requested

e Attackers can request a PRT and receive a partial TGT with;
e Windows Hello for Business assertion
e Passwords

e Kerberos service ticket when Desktop SSO is enabled
e This flow is recently added to ROADtools by Mauriceter
e Refresh token with Microsoft Authentication Broker’s client id
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Journey to Refresh Token FUﬁTSU

PRT Cookie e PRT Cookie can be stolen from a user’s context by
| abusing aadcloudap
Auth code s Authc_>rization code can be requested with the PRT
Cookie
| e Refresh token with Microsoft Authentication Broker client

Refresh token id can be acquired with the auth code
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Authentication Flow for Non WHfB User FUﬁTSU

Request nonce >

Generate PRT Cookie

Request auth code :
P Auth code —————mmmmmmm -
_ Acquire refresh token =
i m—mm e Refresh token =—=----e-eeaeeaa- =

: Sign refresh token with Device key
I _ :
3 Send login request >
EEEEEEE PRT, POP key, Partial TGT, Session key ------

Decrypt POP key with Transport key

Decrypt Session key with POP key : :
TGS REQ with Partial TGT >
=== = m e Full TGT and NT Hash === - e e e e e e
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Chemecdiey

[localhost] sliver (victim) > | l_—(david@laptop)—[-/toul.s/BAADTokenBroker]
$




Passwordless-to-Password Attack FUﬁTSU

e Attackers can abuse the Microsoft Entra ID passwordless
authentication to steal users’ password hashes (NT hashes) and
TGTs

e Prerequisites;

e The target user exists in both Active Directory and Microsoft
Entra ID

e The attacker has code execution with the user’s context
e The environment is configured with the cloud Kerberos trust
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Limitations in Credential Guard



- - O
Protecting secrets Iin secure VM FUJITSU

e LSAIso encrypts credentials and decrypts them when needed
e LSASS only stores the encrypted blobs and can not access the decrypted credentials

e LSASS talks to LSAIso via its interface over ALPC/RPC

e To interact with the interface, you need privileged access to LSASS as documented by
Oliver Lyak

e Or you can abuse Remote Credential Guard researched by Valdemar Carge

High level operating system Virtualization-based security ﬁ
LSASS LSAlso

NTLM NTLM support Single sign-
L on
credentials
Kerberos

o=l ‘N

Hypervisor

Kerberos support




Session key protection in Credential Guard FUﬁTSU

e POP key can be used to decrypt the partial TGT session key that we directly
received from Entra ID in a host with Credential Guard

e I initially thought the partial TGT session key cached in LSASS was protected by
the POP key on both systems with and without Credential Guard

e Further analysis revealed that LSAIso has a different interface for supporting
Cloud Authentication package and an RSA key pair called VSM binding key is
used for protecting the session key
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Session key protection in Credential Guard FUﬁTSU

e On systems with Credential Guard, VSM binding key is used to decrypt partial
TGT's session key but never leaves the secure VM

Generate RSA

Request VSM binding

key pair  — : —
— key generation % E
: : : ntra ID
‘ LSAIso VSM binding public key LSASS e Login request including
Encrypt private—> —and encrypted private key= VSM binding public key
key CloudAP % a @l 0l 20 |<_Partial TGT and session____|
Support key encrypted by VSM
binding key
I_De(;rypt \./SM encrypted VSM binding
blndlnlg VRS <«—  private keyand < — )
€Y encrypted session key
Decrypt session
key with the KSerberots 6 <@ Kerberos
private key uppor . VSM binding public key
Encrypted partial < @ ‘

1
Encrypt —| TGT’s session key . .
session key VSM binding private key

Request TGS-REQ with |
a ' encrypted session key Partial TGT session key




Session key protection in Credential Guard FUﬁTSU

[+] get_token_blob success!

e Encrypted VSM binding private key and
encrypted partial TGT session key is " versiont: 2,

. "UniqueId": "5e36e583-37a5-Ud78-892f-8350b60U5Fd2",

Cached in LSASS "PrimarySid": "S-1-12-1-1580656803-1299724197-1350774665-3529442486" ,
"DisplayName": "victim",
"FirstName": "victim",
"LastName": ""
"Identity": "victim@ternp.com",
"DownlevelName": "victim",
"DomainDnsName”: "ternp.local"

® They Can be dumped through "DomainNetbiosName™ : "Eernp", '
. . . "PasswordChangeUrl”: "https://go.microsoft.com/fwlink/?1linkid=2224198",

GetTokenBlob function in CloudAP without [t aami e
"PasswordExpiryTimeHigh": 2147483446,
"PublicInfoPublicKeyType": @,

administrative privileges Flags™: 6

1,
"Prt": "MSSBV3NBeXVnOWVtcUN2RVA3RUhOc1I3dTIsWWM3cWpodGOCZELZzbLlY2TVdtSTIUCOFBSmhyQUEUQLFBQ

e [sa-whisperer by Evan McBroom was used ;; Comittea). .. TUELTGESANzNeFALC”,
as a reference for the implementation [PrtExpirytine’: 1713624502,

"Version": 1,

"KeyType": "ngc”,

"KeyValue": "AQAAAATAAAABAAAAOIyd3wEVORGMegDAT8KXEWEAAACE. .. (omitted)...YKyC8SfIEpQLPKq
8fpCByPA9A1XInDsqJTqgCéxhw"

® However, they Cannot be used Without %éessionHeyImportTime“: 1772414983,

. . . "VsmBindingPublicKey": "MIIBIjANBgkqhkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEA0Zgp6HNCcPGUBYaciqeNS8l
Cod e executl O n I n LSASS a n d th e SeSSIO n ASERfmaONy-MzDXDEoDeFQIWOetzLGdEq473MMmI11x2kTzsmZah. . . Comitted). . .M8IIbTWeTvYHYmtIFwhé6BvgZ
vimcbrsoMeQIDAQAB" ,
= o "VsmBindingPrivateKey": "EQUAAAAAAAASAAAAZAAAAAEAAAABAQAAAQAAADfc IgtilejTA6yel896yJaFu
key cannot be eXpO rted N p | aintext ZpvejhHMiR-ts_drvdFCqFPULLVEPTrgCyY2IgUgEAAAAAAAAAAAAAAAAAAAABAAAAN . . . (omitted) . . . SbqfOVrz3
T0gKVXwSLNddbDPDBQ_gk_1zORH8cuwbRcByL4SnEck-0QTfnb5kseBgDb1lkI2ThecGPg",
. "TgtMessage™: "adIF-DCCBfSgAwIBBaEDAgELow@bCI1RFUKSQLkxPQOFMpBMwWEaADAgEBoQowCBsGdmljdGltpY
([ P rotected by C I"ed e ntla | G ua I"d IEnWGCBJkwggSVoAMCAQWhDRSLVEVSTLAUTESDQUY i IDAeoAMCAQKhFZAVGNZTcmIOZ3QbC1RFUKSQLKkXPQOFMoUTEW
zCCBFegAWIBEQEGAgR7VQAAQOIE. . . (omitted). . .6-kHUkVeepH7h7rYqVZ 7xULK-tqSpeXkyWhqNFb2WpDLLjXml
FBGHI i37TwumdmNWKFPKKz5KjbFBFCnj-E1bmrHg6pABWIAYgYs_Uvkw2TSQ",
41 "TgtClientKey": "Pr-5m8T9owNaLWRxrLarD3NHWEOQx58_5JXP99XdzI. .. (omitted)...9bjuwD2K1-8mVit
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Limitations in Credential Guard FUﬁTSU

e Credential Guard doesn’t protect the use of the POP key and the results of
decryption using the key

e Any type of blobs, including the partial TGT session key, can be decrypted by a
POP key

e POP key can be interacted without executing code inside LSASS nor
administrator privileges

e This behavior appears to be part of the intended design but reported to Microsoft
(2025/11/1)

e I was told they are planning a fix for this case but it still has not been fixed
after 139 days since the report
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Mitigation

o)
FUJITSU

e Audit Kerberos Service Ticket request (Event 4769)
e Modify AzureADKerberos’s msDS-RevealOnDemandGroup to only allow

users using passwordless authentication

e Examples: Remove “Domain Users” group from allowed groups and add another group

This is a Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

Name Active Directory Doma...  Setting
Account Operators temp.local/Builtin Deny
Administrators temp.local/Builtin Deny
Backup Operators temp.local/Builtin Deny
Cert Publishers temp.local/Users Deny
Domain Admins temp.local/Users Deny
Domain Controllers temp.local/Users Deny
Domain Users temp.local/Users Allow
Enterprise Admins temp.local/Users Deny
Schema Admins temp.local/Users Deny
Server Operators temp.local/Builtin Deny

AzureADKerberos Properties ? X
General Operating System Member Of Delegation
Password Replication Policy LAPS Location Managed By Diakin
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AzureADKerberos Properties ? X
General Operating System Member Of Delegation
Password Replication Policy LAPS Location Managed By Diakin

This is a Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

Name Active Directory Doma...  Setting
Account Operators temp.local/Builtin Deny
Administrators temnp.local/Builtin Deny
Backup Operators temp.local/Builtin Deny
Cert Publishers temp.local/Users Deny
Domain Admins temp.local/lUsers Deny
Domain Controllers temp.local/lUsers Deny
Enterprise Admins temp.local/lUsers Deny
Schema Admins temp.local/Users Deny
Server Operators temp.local/Builtin Deny
WHfB Users temp.local/lUsers Allow




o)
FUJITSU

Conclusion
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Take Aways FUﬁTSU

e By abusing the keys on the device, credentials can be easily
extracted even from endpoints where Credential Guard is enabled

e Credential Guard does not protect all credential types, particularly
those associated with Entra ID

e Limit the use of partial TGTs to only the users who require them
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o)
Tools Release FUJITSU

e BAADTokenBroker
e BOF version of the previous release ©

https://qgithub.com/temp43487580/BAADTokenBroker

[=]

3

[=]

- 4-
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https://github.com/temp43487580/BAADTokenBroker

o)
Reference FUJITSU

® The Kerberos Key List Attack: The return of the Read Only Domain Controllers by Leandro
Cuozzo

® I Trusted You: A Demonstrated Abuse of Cloud Kerberos Trust by Daniel Heinsen and Elad
Shamir

e Obtaining Domain Admin from Azure AD by abusing Cloud Kerberos Trust by Dirk-jan Mollema

® Pass-the-Challenge: Defeating Windows Defender Credential Guard by Oliver Lyak

e Unguarding Microsoft Credential Guard by Ceri Coburn

e Catching Credential Guard Off Guard by Valdemar Carge

e |sa-whisperer by Evan McBroom
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https://0xdeaddood.rocks/2021/11/11/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/
https://0xdeaddood.rocks/2021/11/11/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/
https://eladshamir.com/uploads/fwdcloudsec2023/Slides.pdf
https://eladshamir.com/uploads/fwdcloudsec2023/Slides.pdf
https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
https://research.ifcr.dk/pass-the-challenge-defeating-windows-defender-credential-guard-31a892eee22
https://research.ifcr.dk/pass-the-challenge-defeating-windows-defender-credential-guard-31a892eee22
https://research.ifcr.dk/pass-the-challenge-defeating-windows-defender-credential-guard-31a892eee22
https://research.ifcr.dk/pass-the-challenge-defeating-windows-defender-credential-guard-31a892eee22
https://research.ifcr.dk/pass-the-challenge-defeating-windows-defender-credential-guard-31a892eee22
https://research.ifcr.dk/pass-the-challenge-defeating-windows-defender-credential-guard-31a892eee22
https://www.youtube.com/watch?v=9U_7u849yQQ
https://www.youtube.com/watch?v=9U_7u849yQQ
https://specterops.io/blog/2025/10/23/catching-credential-guard-off-guard/
https://specterops.io/blog/2025/10/23/catching-credential-guard-off-guard/
https://github.com/EvanMcBroom/lsa-whisperer
https://github.com/EvanMcBroom/lsa-whisperer
https://github.com/EvanMcBroom/lsa-whisperer
https://github.com/EvanMcBroom/lsa-whisperer

Thank you
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