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Background
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Stealth Operations in Red Teaming

• Want to use a victim’s host as a network proxy for 
stealthy operation

• Do not want to load .NET tooling

• BOFs are better than proxying in some cases :)

• For authenticated access, credentials must be 
obtained

Attacker

Servers

Reverse 
Socks
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Credential Theft in Endpoints

• In Active Directory–based environments, obtaining plaintext passwords, 
NTLM hashes, or TGTs is ideal

• However, acquiring these is becoming more difficult, particularly due to 
protections such as Credential Guard
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Credential Guard

• Prevents credential theft by isolating 
NTLM hashes, TGTs and other secrets 
within a virtualized environment

• Devices running Windows 11, 22H2 or 
later have Credential Guard enabled by 
default if they meet requirements

https://learn.microsoft.com/en-us/windows/security/identity-
protection/credential-guard/how-it-works
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https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
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Research Goal

• Even on endpoints with Credential Guard enabled, 
we need to find a way to obtain user credentials

• For this, we turned our attention to Windows 
Hello for Business
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Windows Hello for Business Refresher
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Windows Hello for Business

• Passwordless authentication provided by Microsoft

• User ID keys are registered to IdPs (Identity Providers) like Microsoft Entra ID

• Once the keys are unlocked with PIN or biometric gestures, they can be used 
for authentication

signed nonce

nonce
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Authentication to Entra ID

Request nonce

Nonce

Generate assertion (sign nonce with WHfB key)

Sign assertion with Device key 

Send login request

PRT, POP key

Decrypt POP key with Transport key

PRT Cookie (PRT signed with POP key)



12

Hybrid Deployments

• Active Directory also allows users to use WHfB keys for authentication

• Microsoft introduced three methods for hybrid deployment

• Cloud Kerberos trust deployment

• Key trust deployment

• Certificate trust deployment

No PKI 
nor ADFS
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Cloud Kerberos Trust Deployment

• Microsoft Entra Kerbros server object (AzureADKerberos) 
is created as a virtual Read-Only Domain Controller 
(RODC)

• krbtgt_AzureAD account is also added and linked to the 
RODC 

• Its Kerberos keys are synced to Entra ID for issuing partial 
TGTs

• The partial TGT is exchanged for a full TGT

Virtual RODC
(AzureADKerberos)

DC

krbtgt_AzureA
D kerberos 

keys

Partial TGT, 
session key

Partial TGTFull TGT
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Password Replication Policy

• RODC has a password replication policy 
that defines which users’ passwords can 
be replicated from DC
• This is stored in msDs-

RevealOnDemandGroup and msDs-
NeverRevealGroup attribute of RODC

• Partial TGT can be exchanged for a full 
TGT if the user is allowed in the 
replication policy
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NTLM Suppot in Passwordless Environment

• When exchanging partial TGT with full TGT, the on-premise Active Directory 
include a user’s NT hash in the TGS-REP

• With the password hash, users can authenticate to servers not supporting 
Kerberos

• This was researched by Leandro Cuozzo and documented in hist blog

The Kerberos Key List Attack: The return of the Read Only Domain Controllers

https://0xdeaddood.rocks/2021/11/11/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/
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Authentication to Entra ID & Active Directory

Request nonce
Nonce

Generate assertion (sign nonce with WHfB key)

Sign assertion with Device key 

Send login request
PRT, POP key, Partial TGT, Session key

Decrypt POP key with Transport key

TGS REQ with Partial TGT
Full TGT and NT Hash

Decrypt Session key with POP key
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Login Request to Entra ID

JWT signed 
with Device Key

JWT signed 
with WHfB Key

Nonce
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Primary Refresh Token

POP Key (Encrypted)

Partial TGT with Session Key (Encrypted)

Response from Entra ID



19

Passwordless-to-Password Attack
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Credential Theft against WHfB user

• Is it possible to replicate the authentication flow from WHfB user context and 
steal credentials even in a Credential Guard-enabled endpoint?
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Living-off-the-Land-Key 

• All of the keys needed are securely protected in TPM (Trusted Platform 
Module)
• However, they are accessible through various ways as previously presented at Black Hat 

Asia 2024 

https://blackhat.com/asia-
24/briefings/schedule/index.html#bypassing-entra-id-conditional-
access-like-apt-a-deep-dive-into-device-authentication-
mechanisms-for-building-your-own-prt-cookie-37344

Bypassing Entra ID Conditional Access Like APT: A Deep 
Dive Into Device Authentication Mechanisms for Building 
Your Own PRT Cookie

https://blackhat.com/asia-24/briefings/schedule/index.html#bypassing-entra-id-conditional-access-like-apt-a-deep-dive-into-device-authentication-mechanisms-for-building-your-own-prt-cookie-37344
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WHfB User ID Key

Function Description

NgcGetUserIdKeyPublicKey Export specified WHfB user ID public key (ukpub) blob 
data

NgcSignWithUserIdKey Generate signature for the specified input with WHfB user 
ID private key (ukpriv) 

NgcEnumUserIdKeys Retrieve WHfB user ID key info matched with the specified 
user

WHfB user ID keys (ukpub/ukpriv) are accessible through several Windows APIs 
and used for generating WHfB assertion

Examples:
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Device Key

• Device keys are registered to Entra ID during Entra join/register and used for 
device authentication
• Device keys are available through interacting with cloud authentication package and its plugin called 

aadcloudap

Malware

Impersonate

LsaCallAuthenticationPackage

AAD Token Broker
(S-1-15-2-191…)

LSASS Cloud AP

Device key 
signed payload

SignPayload

aadcloudap
Device key
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Transport Key

• Transport keys are also registered during Entra join/register and used to protect POP key
• Through RPC calls, POP key can be decrypted by Transport key

• POP key is encrypted again by TPM and protected by DPAPI for later use

NgcImportSymmetricPopKey

LSASS
(Ngc POP Key Service) TPM

LRPC call

Encrypted 
POP key

Decrypt

Transport key

POP key

Encrypted by 
TPM’s key

Encrypted 
POP key

DPAPI

Encrypted & DPAPI 
protected POP key
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POP Key

Various cryptographic operations are possible using the encrypted POP key 
through the Windows APIs

Examples:

Function Description

NgcSignWithSymmetricPopKey Generate a signature of the provided input using 
POP key

NgcEncryptWithSymmetricPopKey Encrypt the provided input using POP key

NgcDecryptWithSymmetricPopKey Decrypt the provided input using POP key
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Partial TGT to Full TGT

By sending TGS REQ with the partial TGT and its session key, TGS REP can be 
received containing the full TGT and NT hash

This is already implemented in partialtofulltgt.py in roadtools_hybrid repository

https://github.com/dirkjanm/roadtools_hybrid/

https://github.com/dirkjanm/roadtools_hybrid/
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Demo
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Credential Theft against Non-WHfB user

• TGTs and NT hashes can be stolen from the context of a WHfB user
• But what if we have access to non-WHfB user instead?

• Microsoft states that the TGT is issued when passwordless authentication  

https://learn.microsoft.com/en-us/entra/identity/authentication/kerberos

https://learn.microsoft.com/en-us/entra/identity/authentication/kerberos
https://learn.microsoft.com/en-us/entra/identity/authentication/kerberos
https://learn.microsoft.com/en-us/entra/identity/authentication/kerberos
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Partial TGT issuance

As Dirk-jan described in his blog, Entra ID issues a partial TGT even when users 
authenticate with their passwords

https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/

https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
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https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
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https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
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Partial TGT issuance

• Partial TGT can be issued whenever PRT is requested

• Attackers can request a PRT and receive a partial TGT with;
• Windows Hello for Business assertion
• Passwords
• Kerberos service ticket when Seamless SSO (Desktop SSO) is enabled
• Refresh token with Microsoft Authentication Broker’s client id
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Journey to Refresh Token

• PRT Cookie can be stolen from a user’s context by 
abusing aadcloudap

• Authorization code can be requested with the PRT 
Cookie

• Refresh token with Microsoft Authentication 
Broker client id can be acquired with the auth code

PRT Cookie

Auth code

Refresh token



32

Attack Flow against Non WHfB User

Request nonce
Nonce

Generate PRT Cookie
Request auth code

Auth code

Decrypt POP key with Transport key

TGS REQ with Partial TGT
Full TGT and NT Hash

Decrypt Session key with POP key

Acquire refresh token
Refresh token

Send login request
PRT, POP key, Partial TGT, Session key

Sign refresh token with Device key 
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Demo
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Passwordless-to-Password Attack

• Attackers were able to abuse the Microsoft Entra ID passwordless authentication to steal 
hybrid users’ password hashes (NT hashes) and TGTs in the cloud Kerberos trust deployed 
environment

• This attack was reported to Microsoft on November 1st and patched on April 2nd , 2026

• Stealing the NT hashes and TGS are NOT possible by the PRT Cookie approach now
• The session key cannot be decrypted by a POP key when requesting a PRT with the 

Broker’s referesh token



35

Passwordless-to-Password Attack

• However, user credentials like passwords, WHfB keys and Kerberos tickets for Seamless SSO 
can be used to request a partial TGT and its session key which can be decrypted by a POP key

• This technique is now limited to Windows Hello for Business users but can be extended to 
any user if Desktop SSO is enabled
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Limitations in Credential Guard



37

Protecting Secrets in Secure VM

• LSAIso encrypts credentials and decrypts 
them when needed
• LSASS only stores the encrypted blobs

• LSASS communicates with LSAIso via its 
interface over ALPC/RPC
• To interact with the interface, you need 

privileged access to LSASS as 
documented by Oliver Lyak

• Or you can abuse Remote Credential 
Guard researched by Valdemar Carøe

Credential Guard isolates credentials in a secure VM, accessible only through the 
LSAIso interface
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Session Key Protection in Credential Guard

• POP key can be used to decrypt the partial TGT session key that we directly received from 
Entra ID in a host with Credential Guard enabled

• I initially thought the partial TGT session key cached in LSASS was protected by the POP key 
on both systems with and without Credential Guard

• Further analysis revealed that LSAIso has a different interface for supporting Cloud 
Authentication package and an RSA key pair called VSM binding key is used for protecting the 
session key
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Session Key Protection in Credential Guard

On systems with Credential Guard, VSM binding key is used to decrypt partial 
TGT’s session key but never leaves the secure VM

LSAIso LSASS

VSM binding public key and 
encrypted private key

Login request including VSM 
binding public key

Request VSM binding 
key generation

CloudAP 
Support CloudAP

Kerberos 
Support Kerberos

Encrypted partial 
TGT’s session key

encrypted VSM binding 
private key and encrypted 

session key

Decrypt VSM 
binding private key

Decrypt session key 
with the private key

Encrypt session key

Request TGS-REQ with 
encrypted session key

Partial TGT and session key 
encrypted by VSM binding key

:
:

VSM binding public key

VSM binding private key

Partial TGT session key

Generate RSA key pair

Encrypt private key

LSAIso LSASS Entra ID
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Protecting Secrets in Secure VM

• Encrypted VSM binding private key and 
encrypted partial TGT session key is cached in 
LSASS 

• They can be dumped through GetTokenBlob 
function in CloudAP without administrative 
privileges 
• lsa-whisperer by Evan McBroom was used 

as a reference for the implementation

• However, they cannot be used without code 
execution in LSASS and the session key 
cannot be exported in plaintext
• Protected by Credential Guard
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Limitations in Credential Guard

• When attackers request a PRT using credentials, the existing VSM binding key information is lost and 
Entra ID encrypts the partial TGT’s session key with a POP key
• Attackers can also include a forged VSM binding public key in the request, forcing Entra ID to use it 

for session key encryption

• As a result, attackers are able to decrypt the session key themselves

Previously

Now

• Patched: Retaining the binding key information in the refresh token prevents it from being lost
• Can’t use the way of login with PRT cookie, cause already the key information is bound to refresh token. 

• However, login methods which do not include binding key information can be still used… 
• Login with username and password / WHfB assertion / Kerberos tickets if Desktop SSO enabled
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Conclusion
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Take Aways

✓ Credential Guard protects session keys for partial TGTS by the VSM binding 
keys

✓ By abusing the keys on the device, credentials can be easily extracted even 
from endpoints where Credential Guard is enabled

✓ Audit suspicious login event in domain controllers and harden your 
environment (ex. Disable Desktop SSO)
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Tools Release

BAADTokenBroker
BOF version of the previous release ☺ 

Desktop SSO Kerberos ticket approach is now available from the initial release

   https://github.com/temp43487580/BAADTokenBroker

https://github.com/temp43487580/BAADTokenBroker
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