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Background




Stealth Operations in Red Teaming

 Want to use a victim’s host as a network proxy for Servers

stealthy operation i i

Do not want to load .NET tooling

 BOFs are better than proxying in some cases :) Reverse

e S SOCkS

e

* For authenticated access, credentials must be /')

obtained -

Attacker
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Credential Theft in Endpoints

* In Active Directory-based environments, obtaining plaintext passwords,
NTLM hashes, or TGTs is ideal

 However, acquiring these is becoming more difficult, particularly due to
protections such as Credential Guard

[+] No domain specified! Using the USERDNSDOMAIN environmental variable...
[+] Found a DC for the domain

[+] No SPN specified! Using default SPN...

[+] Successfully obtained a handle to the current credentials set!

[+] Successfully initialized the Kerberos GSS-API!

Error! Client is not allowed to delegate to the target SPN.
Error! tgtdelegation failed!




Credential Guard

Normal mode Secure mode

NTLM support

Kerberos

Hypervisor

Kerberos support

SSO credentials

https://learn.microsoft.com/en-us/windows/security/identity-
protection/credential-guard/how-it-works
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Prevents credential theft by isolating
NTLM hashes, TGTs and other secrets
within a virtualized environment

Devices running Windows 11, 22H2 or
later have Credential Guard enabled by
default if they meet requirements


https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
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https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/how-it-works

Research Goal

 Even on endpoints with Credential Guard enabled, ® O
we need to find a way to obtain user credentials 8 v

 For this, we turned our attention to Windows
Hello for Business
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Windows Hello for Business Refresher



Windows Hello for Business

 Passwordless authentication provided by Microsoft
* User ID keys are registered to IdPs (ldentity Providers) like Microsoft Entra ID

* Once the keys are unlocked with PIN or biometric gestures, they can be used
for authentication

@ ersanannEsEnEn R R
sighed nonce

>
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Authentication to Entra ID

Request nonce

Generate assertion (sign nonce with WHfB key)

Sign assertion with Device key

Send login request

---------------------------- PRT, POP key ----------m-ommemee

Decrypt POP key with Transport key

PRT Cookie (PRT signed with POP key) —

11



Hybrid Deployments

* Active Directory also allows users to use WHfB keys for authentication

* Microsoft introduced three methods for hybrid deployment

* Cloud Kerberos trust deployment l‘
No PKI
* Key trust deployment nor ADFS

* Certificate trust deployment

SGCGN 2026
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Cloud Kerberos Trust Deployment

Virtual RODC
(AzureADKerberos) krbtgt_AzureA . -
D kerberos * Microsoft Entra Kerbros server object (AzureADKerberos)
keys Is created as a virtual Read-Only Domain Controller

} 4 ) (RODC)

krbtgt_AzureAD account is also added and linked to the

~~

RODC
Partial TGT,
session key
AN . . . i
FUlLTGT  Partial TGT / Its Kerberos keys are synced to Entra ID for issuing partial
N TGTs
. N\
? * The partial TGT is exchanged for a full TGT
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Password Replication Policy

) ) ) AzureADKerberos Properties ? X
« RODC has a password replication policy T ——

that defines which users’ passwords Can s opersting System  MemberOf  Delegation  Password Replication Policy

be replicated from DC This is a Read-only Domain Controller (RODC). An RODC stores users and
o . computers I;13.3sswo_nrd'shac;\:,tlarﬁng to the sglfgt brfl&w.DOnb’ passwordrs; fgr
* This is stored in msDs- e e e R s
RevealOnDemandGroup and msDs- Groups, users and computers:
NeverRevealGroup attribute of RODC Name Setting
Ll?omrmgers Allow |
count Operators Ueny
Administrators Deny
. Backup Operators Deny
* Partial TGT can be exchanged for a full Cert Publshers Deny
TGT if the user is allowed in the < e -
replication policy Erterprise Admins Deny
Schema Admins Deny
Server Operators Deny
Advanced... Add... Remove
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NTLM Suppot in Passwordless Environment

 When exchanging partial TGT with full TGT, the on-premise Active Directory
include a user’s NT hash in the TGS-REP

 With the password hash, users can authenticate to servers not supporting
Kerberos

* This was researched by Leandro Cuozzo and documented in hist blog

The Kerberos Key List Attack: The return of the Read Only Domain Controllers
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https://0xdeaddood.rocks/2021/11/11/the-kerberos-key-list-attack-the-return-of-the-read-only-domain-controllers/

Authentication to Entra ID & Active Directory

i > =\

Request nonce -

éGenerate assertion (sign nonce with WHfB key)

Sign assertion with Device key

Send login request
«—--— PRT, POP key, Partial TGT, Session key -

Decrypt POP key with Transport key

Decrypt Session key with POP key E _
TGS REQ withi Partial TGT >
e FULl TGT and NT Hash -----s-nmsemmmeem oo
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Login Request to Entra ID

POST Socommonfoauth” /token HTTPS1_ 1
Host: login microscoftonline. com
User—Agent: python-requests/2_32_3

Accept-Encoding: gzip, deflate, br

Accept: */* {

Connection: keep-aliwve varin wer" -

Content-Length: 3585 "sco;e"'

Content-Type: application/x—-www-form-urlencoded )
"username" :
"assertion":

windows_api_wersion=I. l&grant_type-urn%ZAietf%3Aparams%IAcauthtIAgrant-type%3Ajwt-he
eyIhbGoeildidi Uzl 1N iIsICI0eAi 01 JEVIQLiLCAIieDVIIjoi TULIEDhEJONE AHVR AT 0k FnEVFPEZ Q1 EDE
tpR=13MEJE-OIGOURCHE LTWdFUVILOlpJbW1lalTHIMELIFCRLIZREGIEVIEN G LVHO 2 de U0pwh Vo4 ahr QVI W

T1VSMVE b WRoTulsN11YUnEiMi ROUVACalpY TnplQ3NHO TFVEUN4 TWE PRERpr WW1 Gal LU ENM 1 U0 TVHWME gIDE3NzIxMDk
1UasNNQ] BYEFEIME 1ESK1NVEVE THpReES Gh LhEVEDy TURT e U LT EXpEF F4 TOZwd0x & BHEN I 3MHI T FVEUF 4 E¥0JIRRDE £MFY
SmtMVOV4WVdZdFpHETROED L 5WVEnll: SHWhNSUL CSWpE Tk Ina2Foal 1HOKewlk FREUZE QUSD QVE4QULIS va>JITeROOZLF
e Gdt AESFheE TMVwwvenl 3VWE ZeD 1VOE FDVITyvh GeyWidsUk Js 01 hj M N2 deshnak x JVnd I Zme 4 ViTpn TV ] . .

L3holTFeLagrWlINEEWLEEZvEXKIvEIRWe FpullGpEMOJ cL3AZR2SPdWxTak l1EeEJCRlppanFPaWlk 2k BS alkwwkE] iTXVkIjogICl
BETnd0eGlChVNETUS IWnZ 0 EnFFSkN1eFhi YOFRSFhOWVL ChWUIZD I2Vik L anBRAFwvEnB ] BEVEVIndp Rovesvry 02XJucCs53hio
NDMOYUSmUVEFY LEONFNIWHp 0K 1EvE] End 3 EMOWESTF T asFOTUVHUF JMVVo=dj BONSFIACIVayt IQORITELyY] UnPdvbB8e3qSG

hETUIHEOLEADAEBMUVVE BEdF Q lwwd LFD TUFE A0 ZnWU RN I Es QVF IHCSC QA3 02 dZESTe 3WII CUVY T QAT A0 1z I
VIEOV11E5dHIx TWShCSh
FHOORBVUVFALINCET 1yl 1
EUJJREUIHNVEF O Qmdr cWhr
hlTml VMW Ven JhITLZWIIZ
VEUOEGE Ny ZVehy a¥ 2
NFclFIhIZJ4d1EZKcUR=5Y
OUdekbVpuECtuc3BELES2VE
wiclZMNveGUidiJveGlual
allzSWESNWIDSTET a3EY

"AwABEgEAAAADAOZ |
4gQ_glEXeyvUinrry
"grant_type":

O

JWT signed
with Device Key

"elient id":

AREW1ZaWRYTnxJamSpTm ek14TURrek 5T
ZENINE 1D QO entTS TR JuTUZEeV1ghh
55al IyveHPXVnEP TUACM1 WIFGElpESkEH

VeIV EnlkMWhhUp 0 RF1VaFIWhnEGTWlaVESTWnp ZVEJYVTESEO S r AFhNEVF AWk U 1LV isYsRaMEZCEW1 3aV 1Y int Jan S nSUNIM1 1UTnt avd
1gWmhMUFExWWINAF 1 gi:hiTisAzWilpaak SEEZG1EZL Uk y T 1 EVaUxD SnEiMO01lp TZ1EZ01uinEBEN]l JwY1VCHFpYEnV) 0=sVgY ) IwaWERLnk 1 Tk 3
VUHNhTlgONnERTHN oW1 luT 2 Fs QU 0weck I4S0F4UThES3NITIBxTO1LY TkB=sE01HLKF SVHFnV T dwSUe 3UWE EHE1 0D Y=o VITHEn iNVIKand I 0y
FtRGENQ21cthWlseHELTWALS0F icWHEH0hE ashMant hSWHwE 1 ELXONKREL doT3JvVHE S UWEVLT 1 lemZ4V0x LbnREPTIVOT1IE3N=dsh 1 It GV S
e ST Iy Tkt 10VAW TheenI 0S8 2t ¥ T2 I NVnxEMGOt RO i TTEZne 1Vnll0 J0ck 1hid 1 dl TWHodnhoMUVS f LWZ 1 aE 1S ENEMndr dZ JLWk SFdG4t e
SwoelhldDdYTIVIREEZSNUhEaHF TUL FLOUZONGAFh Jhl0GxnEZThs REG1IMOCIWAERQVIVET IN0L 3BEROd4h lElenlT3WWARL 2 lvEFFY IS IsInd )
bmSuYZUidiJEAOFCEWAF QUFEQUEEBT 3p £ 01 FEMFEwV i JiNT4wTesEGeWEHh Gl ZV04wY 2dVIUFBQUFEQ CN I TeVaZlV i UnJt cElwSEVx VI T1h §
SrY1IN4TTEnUVSnMEVYZX]1 2V Vde cnd SWFpDMONhEFFWek Ty Z 1M dnlThMFATREY 28l cwEDEk TREZPdshnQUELi L TnenFudFS0exB1I oi dxIy
cGFyTWlstnShd{Ro indyTWEO0LXEScGUEand0LWI 1Y I leiIs Inlls aWlVudFSpZCIE I ISED L1 ZDk4 LWEON ke ND Ui 1 hZG Uy LWY 50D FiYg
J9 . iJvedUHxS-shCPvmorgqRCgPHAYEXISPenCwo b2wD 4 3UsEWuThilYe VeHdyhgr JF4sVETItPHLdh RExbLEvy-ScV-HgeTSeRD gl glby
TEEEmuS 2CHTe Pl By 2P OFhkwl ZIB8Dwx TiquigeiWLEs]l Z020E010gqiucWellp 0uBk0M ENxUW4QD fLOoDipnECkEH17TAde P XY Ik o0Z g dR
ciFhTo%h2ogZHZouE iPBoJxQAfZzMMM glRZteDepIWBpligh WEonhovpBEhullLELviwiEFzquldLwlsVLETpLdI7EsAlzlbiXulleEpTel

"l0.0.19041.395&",
"openid aza ugs",
"victimPrernp.con",

"eyJhbGoiOiJSUzIlNAiIsInRScCIEIkpXVCIsIntpZCIEINBHTESSOGZlLhWxweVpyanhORTEZeDg3d0Fscixh
rezdIUlpVinY1lQVhLbOOSIiwidN1IjoibmdjIn0. eyJzY 2 SwZSIE InSwZWSpZCBhenEgdWdzliwiZxhwljo

nRUFBQUFEQUS
ZNW41aDBLTWF
mT3c4Z0FBIiw
gInZpY3RphUB
=y TagUTpIGT
croTpyQfo-Se

JWT signed
with WHfB Key

rExWLERAORUPL W/ /fLOKMleAVErlWJ EO IOC_PDEEeY FUASSEL 4FHAULAV LAUN— FDAegru L /6T I aBWuMchvxh
1 - fehMWHCD ZwkwbhKZO0Etn-y3d7eJz0psXut 7XN55HDFRSHIhqSRPAKSFN4gEnBNE81geB1DiLB-VEDPWUYOSE
opJGGxoQSzswlgloyoD QXA ,

"y eque st._nc:nr_'e ||J\

{
"scope": "openid aza ugs",
"exp": 17721093%&,
"iat": 17720733%&,

"request nonce": Nonce
"AwABEgEAAAADAO=z BQDO_OVIblNOcOFydGlmYWNOcwUAAA

AAACcPOSZeScRrupMpHEQVE SnShOFMackbSxM4gl gl EXey
iR rwAZC3CaHQVZEZ £55vs aOWSDFEFWOD DA £0wBgAA" ,
"anad" -
"TaddeBca-8I€a-45hc-b010-7Thec47bbbeas",
"igs": "wictimfternp.com"

OArhetgt=Trues
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Response from Entra ID

HTTP/Z Z00 OK

Cache-Control: no-store, no-cache

Pragma: no-cache

Content-Type: application/json; charsetc=utf-8

Expires: -1

Strict-Transport-Security: max—age=3153£000; includeSubDomains

H-Content-Type-Options: nosniff

F3p: CP="DSP CUR OTPi IND OTEi ONL FIHN"

H-Ms-Regquest-Id: Zhd44£81-Sc3l-4EeT-acgb-albEcal20I00

HK-Ms-Ests-Server: Z.1.23585.3 - JPELEZ TProdilices

K-Ms-Srs: 1.7

Content-Security-Policy-Beport-Only: object-sreo 'none'; base-uri 'self'; script-sre 'self' 'monce-dFNlypdBglF9zxiEI4elHw' 'unsafe-inline' 'umsafe-eval' https://* msauth.net https:/ /" msftauth.net https: / /Y nsfrauthinages net
https://* . msauthimages _net https://* msidentity.com https: //* microsoftonline-p.com https: //* microsoftasuread-sso. con https://*_ asureedge net https://*_ outlook.com https://* office com https: //* office385. con https: //* microsoft.com
https://* . bing. con 'report-sample'; report-uri https://csp microsoft. com/report /ESTS-TH-ALL

H-Mss-Protection: 0O

{

"token type":"Bearer",

"expires_in":"1Z205555"

"ext_expires_in":"0",

"expires_on":"1773315022",

"refresh token":

"1 AWsAyugSengCvEWWEHEsETul 123t 251 ppDEFrel SgbwdYF4AAThrAl BOABAwEAAAADACO= BODO_OVIbINOcOFydGlmYWNOcwIARARRAAT iBXMLEZBKCZOEL UIEWJITUFsRgPTPMIIrTHRaJlgeéwkhejwallFOUN sTogSvwiZlhTVIKIPRAZILJAERNn Ut 1De-Jwlr JMr0SExPUrznliazcEz 2Vl eVEEwpB3glp iMoDiZhIHIS
CETEpCwgl G TSHPETHmIP =~ £ Mo 1 P TAME SET _ THo e 8501 1 EFAPHr T S DTS T o TA = P TS S S 25 = ] TS FTSMETT T S5 DT P Ty T T T = - S T T M 1 2 ST S S 88 A2 S B AT S B S S e AT M0 E T TR S TRB S S ETMT TSI AT Sl T BRT - A D P 2RO T2 sWOUP 0 S65mY 5k PHIvholk fusNOD
VWCFFEVSw_4ZbWIpTUGT4 - WyE0DHT=AnPuxHZktClLocHGw £ JE00HUkSE
TS-TI{SZUxbCSDRxletD Prl m a r RefreSh To ken UzEr-Ty-cfFECFEa0ZEC3t LR azHhIUqasqyE
EcTeS0jeCW_VheEwwald SUZApNLDZhANEESr ISPhbILvENA rre=FDucow(
KlPSMFhgFenskihlphUZoqer s Pgulbestdly d-Hol IvVUNILNEn=buglad/mesoUlddnd ] 45Xl o lWIL /S0 ANV LI s UpUoSWe e PLlRUS) LWIDEZ s ]S T JILaviknr o LYK/ ZVd/ CLLVgLINSo S /AR PAivhLoRp L duv SatdaF bs g Fussnl L3lxd e e quuad FR SNagr (7 Aphstd IndU4N0dgE_c2ePydsGoknellZVoBeh j8k
KZBLlCeMEeVatJdlqmyYTD-DDZlnzegFSJthpTuluculCoetuldgglov—dlEIn3ryihaGFDG0ELac T4 FndIel47eallsEqheiiTa-389-—AS Sk P42 oy P Y2 SL-EBF4 SPysp I 3wVep IHN) £5 140 _SDP)GiaxHikg3eThdy",

"refresh token expires_in":1Z05555,

"id token':

"eyd0eXAi0iJEVLIQiLCIhbGeidiTublslInd . eyvdhdWiidiTyvOWOSEWAS0C I DY SLTOIMe Ve YWEIML In0 Tgx T ZDVwWULiLCIp e 3MidiJodHRwe zovL 30y s 3aWskh3deln s 1 dCE 3V TR EThy e 04 Zh L Tl TeMe Vi AxMC O3 Y  Z D diTun I 20 TUv I iwiaWF 0TI jox s oy MTASHT IwvLCJuTnYi 0 ESs I xMDEk =M Is InV4cCIE
HTe3MjExMeivMiwiTWlyIjphInIsT8IsInlnYSJdLCIkL21haWs 2652 ShbWIi0iJ0EIJucCEish2Mhb oI s InPwhWFph 1 SufRiaWsSs:2 ShhWIidi JOEKJucCIs IndpdnVul{Z Shh Wi 0iJ 2 aWN0aWliLeJpEHRScCIE InVeEXIiLC Jpe GFRZHTi0iT1IMi 4 x0T TuMC 4 x MDY iLOJuTWllIjoidnl jdGle Tiwib 21k I joiNWUsNmI1 0
DMtHsdhMS00ZDc4 LT g S Ve ODMIMNGIZHD QL Endy I iwib 2 Swen Ve a3 HhhVSh T 2w dW S 02 EhbWUidi I Z2aWl0aWiiL e JvhbnBvEWL foe 21k I oiUy0x LTUC M) Et NeUwI TAOODE LT IOMD oy T e 0D gt M M3 M= IO0M THeNi0xMTES Tiwi cHVp ECTET J Ewl DIy MDA INOFD O YORTAL L Jwdl R I s I j o i aHED cHME Ly Snby 5t aWllvh 3NvEn
Qu¥ZScL2E3bGluayd bGluallkPTIyMj0x0TgiLlCIyvaCIEIjEulVd=0kl1Z2=]1 1bHFD dk VA0V dHIT SN2 Uyh FpodD JThHEwRFp GonVIIWdi A2 RERI RE(Upock FELi Is Inllp ZC T T 1MEMS0xMi Ox LTELODACN TYwIDMEMT I S0 T ey MD E Sy 0 x M=Twll=cON 3 Y LLTHI Mk OND I00DYiLEJ=dWIi 04 Jnl T4t EnF GOHED THWoWOTY 20 V4K=1
AUHIFM1FEN(EeTE=dlo3knlalFdBliwidGVuTWE 02 Ep e 3EsTH] fhnFtESTEInRl en SwliwidGUuiWE0X3TIZ2 lvh 1 8V 2 SwESIE TkpQUils InPpZCIE T JdhMZ R1 OGHh L Ty imEE ND WiYy i MD EwL Tdi MmO 2 Ji¥ TSNS Is InVuaFlZVouTWllIjoidnl jdGle JHElen Swintlvh S I s InVwhi IE InEp Y ERphUBOEXJuc C5ih 2041
LCJZEXTi0iTxLjAiLC T4 faWkyZWwidilxIDIOIn0. ",

"session key jwe":

"oy I lbmMidiJEMIUZRONN I iwiTWxenIjoiTINELSE """~ "7 ~°=° = =777 =° e - P T A ——— = - S = B W el T e Tt Tt Tt TT Tt "FTECh-pmBghZ2T7IDETE- B804 xwE 0N 1yh

hEP_KE1STmGv)TREDHhs(aBZniZ hwxain-ric_ck P O P Ke E n C r te d WiZuxSIUKskusSTleCd=TiExXJSF4TSWIIEN
CallBEc-1lAlZTn-cludEF ) Zs S22 TRPryt LGEVF 7w y

"device tenant_id":"7a3deBca-8Za-45he-bkO0L0-ThecdThhlkesE",

"tgt_ad":

"{wMelientFeyw " ey IhbGoiliJkakIiLCT 1wt 01 JEMIUZRONN I iwiT3R4T ) oibCoqaEl EMWFUSWES L1 GaWp o SCUSZ2EpV0owWVIIOEZEL £0. . —e50crByyBoanuzs—KFDFiw. FnaVpGdFTFZahiLeblNTP184e HwStwrack TdP1D30DEAAPM fEACSOSN 53 P_hiT_ ", " "keyType ' ": 18, "messageBuffer’": " "ad4IF+
DCCEfSgAwIEEAaEDAGELowlbC1EF U 50 Lk xPOOFMREMwEaADAGEE 0 QowlEsGdnl JdGltpY IEnWGCE JkwggS Vo ANCAQWLD Es LVEVE T LAWTESD QUi IDAe o AMCAQFhF e AVGwEr end D23 0L C1RFUL S0 Lk x FOOF o4 IEW=CCEFegAWIBEqEGAgR TV AL IERySCEEFM1 2 3ux LmB48F TwivVECnHE Ot Mg S suwo PATWOTAERJhThr Ju fH1
krZPr+iljsters]Wwlip GEMCuly0IdxocehCElwe /L 0addS47KVs110beeZvu] leMuFUUZL fFe gSHMI

*PHIYP bpT8EkEZadiZcdeILhar AExWx I =5uFEnG] Wb T/ lmb Z8ully IHPr S 5p fF=THNHGS 557k 57

- L} L
elzudo2in2UDpNPIG4haqr3ZoegqINTeJ e 3PoCkU: TTHEIPEEVaAR+ T R+4 5536 LIVIZJFF2EvEmLWH
u0n3aHlLA4HH ink 4Ty MhEz Sulk (Wx TOdoXyes 51 a I a W I e S S I o n ey n c ryp e TRItz3ddigQUsfol fnd 8EWiKFellyCxS0hi

CCrTrFudlvlECr EXd+xtDdMWER] £Cmx fu v+ TTTE ireit0avBHISA/ TTLUMLcxhAPW=UF+ fxmTVH+E

Inn 3 TiTimEPcSo044sRgdbNe A1VENFZGEGET /Iy wpa— - _ - - o > . - - o - g T4y hyvr34F 4+ JpaghphliTeerullNIFVPmnFELa
bdjelbulniOeknlxZvn) JLEC+xEL+knI8XATESdwnxk (ulr dlor Voo E=0F CZEVC ) S PvKaWe 26D 0XEZ+ LR SHEN ZE0k Toewas LEgEFAdEawE J0 L0 S LT e TEnY L4 R IME LjwAZnc s€k /It 230lk ZThys /otw/ Tt TEA falivindVo 9o Ce I allaSxUAWNPpveEouilol /cEhFATERe UnlPECw+oBHE i e 0008 fplle LOVOViECC smoumt Sql
ZdWwT40E/ et alFEpESulNE TFE SokinsEl ZehgUwTnlUgCDxk fu/Re Te s TEVLIETZETSEErhIEVERY="" , " "realn’ " " "TERNP. LOCAL" " " "sn " "krbtoat /TERNNP. LOCAL ", "en’ " "vietim' ", "sessionKeyType " 0, "accountType’ "t 11",

n.rn
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Passwordless-to-Password Attack



Credential Theft against WHfB user

* |s it possible to replicate the authentication flow from WHfB user context and
steal credentials even in a Credential Guard-enabled endpoint?

> A

Request nonce >

EGenerate assertion (sign nonce with WHfB key)
_’-E E

Sign assertion with Device key

Send login request :

54--- PRT, POP key, Partial TGT, Session key ----é
Decrypt POP key with Transport key :

—

Decrypt Session key with POP key i
—> ! i
: TGS REQ with Partial TGT >
S ——— Full TGT and NT HASh e

SGCGN 2026 20



Living-off-the-Land-Key

* All of the keys needed are securely protected in TPM (Trusted Platform
Module)

However, they are accessible through various ways as previously presented at Black Hat
Asia 2024

\

Bypassing Entra ID Conditional Access Like APT

A Deep Dive Into Device Authentication Mechanisms
for Building Your Own PRT Cookie

N 2026

blaakhat
ASIA 2024

~APRIL 18-19, 2024 .
.

BRIEFINGS

Speaker: Yuya Chudo
Contributor: Takayuki Hatakeyama

Bypassing Entra ID Conditional Access Like APT: A Deep
Dive Into Device Authentication Mechanisms for Building
Your Own PRT Cookie

https://blackhat.com/asia-
24/briefings/schedule/index.html#bypassing-entra-id-conditional-
access-like-apt-a-deep-dive-into-device-authentication-
mechanisms-for-building-your-own-prt-cookie-37344
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WHfB User ID Key

WHIfB user ID keys (ukpub/ukpriv) are accessible through several Windows APls
and used for generating WHfB assertion

Examples:
Function Description
NgcGetUserldKeyPublicKey Ezfsrt specified WHTfB user ID public key (ukpub) blob

Generate signature for the specified input with WHfB user
ID private key (ukpriv)

Retrieve WHTfB user ID key info matched with the specified
user

NgcSignWithUserldKey

NgcEnumUserldKeys

SGCGN 2026 22



Device Key

device authentication

Device keys are registered to Entra ID during Entra join/register and used for

* Device keys are available through interacting with cloud authentication package and its plugin called

aadcloudap

Malware .

AAD Token Broker
(S-1-15-2-191..)
Impersonate I

----- Device key

signed payload

"
~_—
-
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~
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~
~
~
~
~
~
~
~
~
~
~
~
~

LSASS Cloud AP aadcloudap
AN Device key

LsaCallAuthenticationPackage
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Transport Key

Transport keys are also registered during Entra join/register and used to protect POP key
Through RPC calls, POP key can be decrypted by Transport key
POP key is encrypted again by TPM and protected by DPAPI for later use

LSASS E

Transport key
Encrypted . T }
POP key G (Ngc POP Key Service) TPM POP key
Decrypt

[ NgclmportSymmetricPopKey }—— LRPC call ——

<-—-
v

N 2026

I
Encrypted by

TPM'’s key }
}

Encrypted

-~
-
-~
L.
-
-
-
L.
-
-~
-
~---~
-
-
-~
-
-
-~
-
-
-
-~
L.

€
Encrypted & DPAPI G ~~~~~~~~~~~~
protected POP key G ~~~~~~~~~~~~~~
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POP Key

Various cryptographic operations are possible using the encrypted POP key

through the Windows APIs

Examples:

Function

Description

NgcSignWithSymmetricPopKey

Generate a signature of the provided input using
POP key

NgcEncryptWithSymmetricPopKey

Encrypt the provided input using POP key

NgcDecryptWithSymmetricPopKey

Decrypt the provided input using POP key

SGCGN 2026
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Partial TGT to Full TGT

By sending TGS REQ with the partial TGT and its session key, TGS REP can be
received containing the full TGT and NT hash

This is already implemented in partialtofulltgt.py in roadtools_hybrid repository

https://github.com/dirkjanm/roadtools_hybrid/
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2 ubuntu@sliver: ~ X SR

ubuntu@sliver:~$ sliver
2026-02-23 10:48:06
Connecting to localhost:31337 ...

LIVER

ALl hackers gain dash
[#] Server v1.7.1 - 2f386b7e096fff1180d59a6c995cfd02c26690d6
[*] Welcome to the sliver shell, please type 'help' for options

sliver > |j

Sliver
(Open Source C2
framework)

[i—(davidv;laptop)—[~/tools/BAADTokenBrokerJ
$ python3 helper.py
usage: helper.py [-h] [-s]
{request_prt_cookie,create_prt_cookie,get_tgt,get_tgt
_with_whfb} ...

BAADTokenBroker helper

positional arguments:
{request_prt_cookie,create_prt_cookie,get_tgt,get_tgt_with_whfb}
request_prt_cookie request prt cookie
create_prt_cookie create prt with session key jwe
get_tgt get partial tgt via prt cookie
get_tgt_with_whfb get partial tgt via whfb

options:
-h, ——help show this help message and exit
-s, ——sliver generte command line for sliver

[:—(david“?laptop)~[~/tools/BAADTokenBroker]
$

helper script for
BAADTokenBroker BOF

(Beacon Object File)




Credential Theft against Non-WHfB user

e TGTs and NT hashes can be stolen from the context of a WHfB user
« But what if we have access to non-WHfB user instead?
* Microsoft states that the TGT is issued when passwordless authentication

If the user signs in by using a passwordless method (such as FIDO2 or Windows Hello for

Business) on devices with Windows 10 (2004 or later) or Windows 11, Microsoft Entra ID issues

an OnPremTgt for the user's on-premises Active Directory domain. This OnPremTgt contains

the user's SID but no authorization data.

https://learn.microsoft.com/en-us/entra/identity/authentication/kerberos
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Partial TGT issuance

As Dirk-jan described In his blog, Entra ID issues a partial TGT even when users
authenticate with their passwords

talkdevice.pem and talkdevice.key respectively. Something interesting to note here is that while this
mechanism is designed for passwordless authentication methods, Azure AD will also include the TGT if

we authenticate with a password. With the password we could as well request a full TGT directly from
Active Directory, but this will be relevant later in this blog.

https://dirkjanm.io/obtaining-domain-admin-from-azure-ad-via-cloud-kerberos-trust/
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Partial TGT issuance

* Partial TGT can be issued whenever PRT is requested

e Attackers can request a PRT and receive a partial TGT with;
 Windows Hello for Business assertion
 Passwords

 Kerberos service ticket when Seamless SSO (Desktop SSO) is enabled
» Refresh token with Microsoft Authentication Broker’s client id

SGCGN 2026
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Journey to Refresh Token

PRT Cookie  PRT _Cookie can be stolen from a user’s context by
abusing aadcloudap

|

Auth code * Authorization code can be requested with the PRT
l Cookie

Refresh token * Refresh token with Microsoft Authentication
Broker client id can be acquired with the auth code




Attack Flow against Non WHfB User

Request nonce :
S aneEE LR LR EEER PR Nonce --------=-mmmmmemeee - 4
Generate PRT Cookie ;
Request auth code :
#mmmmmm oo Auth code --=======mmmmmmmmmmmme e
: Acquire refresh token =
Mmmmmmmmommmmmoooooeeee Refresh token  ----=--=========mmmmumm
. Sign refresh token with Device key ;
— ] ;
: Send login request <
A PRT, POP key, Partial TGT, Session key ~ ~=-------
Decrypt POP key with Transport key :
Decrypt Session key with POP key
; TGS REQ with Partial TGT >
PR Full TGT and NT Hash  —========== == o e e

SGCGN 2026 +



(e o

[localhost] sliver (victim) > [j I_—(david@laptop)—[-/tool.s/BAADTokenBroker]
$




Passwordless-to-Password Attack

« Attackers were able to abuse the Microsoft Entra ID passwordless authentication to steal
hybrid users’ password hashes (NT hashes) and TGTs in the cloud Kerberos trust deployed
environment

« This attack was reported to Microsoft on November 15t and patched on April 2", 2026

» Stealing the NT hashes and TGS are NOT possible by the PRT Cookie approach now

 The session key cannot be decrypted by a POP key when requesting a PRT with the
Broker’s referesh token

SGCGN 2026 34



Passwordless-to-Password Attack

 However, user credentials like passwords, WHfB keys and Kerberos tickets for Seamless SSO
can be used to request a partial TGT and its session key which can be decrypted by a POP key

* This technique is now limited to Windows Hello for Business users but can be extended to
any user If Desktop SSO is enabled

SGCGN 2026 35



Limitations in Credential Guard



Protecting Secrets in Secure VM

Credential Guard isolates credentials in a secure VM, accessible only through the
LSAlso interface

 LSAlso encrypts credentials and decrypts
them when needed

High level operating system Virtualization-based securi
 LSASS only stores the encrypted blobs 2 S il ty ﬁ
LSASS LSAlso
- - L on
e LSASS communicates with LSAlso via its e PI——— ol
interface over ALPC/RPC

« To interact with the interface, you need = @R é
privileged access to LSASS as e m @

documented by Oliver Lyak Hypervisor

 Or you can abuse Remote Credential
Guard researched by Valdemar Carge
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Session Key Protection in Credential Guard

« POP key can be used to decrypt the partial TGT session key that we directly received from
Entra ID in a host with Credential Guard enabled

* linitially thought the partial TGT session key cached in LSASS was protected by the POP key
on both systems with and without Credential Guard

* Further analysis revealed that LSAlso has a different interface for supporting Cloud
Authentication package and an RSA key pair called VSM binding key is used for protecting the
session key

SGBGN 2026 38



Session Key Protection in Credential Guard

On systems with Credential Guard, VSM binding key is used to decrypt partial
TGT’s session key but never leaves the secure VM

Generate RSA key pair Request VSM binding
‘ — LSAlso “"  key generation LSASS % Entra ID
| VSM binding public key and Login request including VSM
Encrypt private key—» — encrypted private key —> binding public key
CloudAP ‘ Partial TGT and session key
Support e CloudAP <=~~~ encrypted by VSM binding key =~
Decrypt VSM

o

binding private key encrypted VSM binding
¢ private key and encrypted

session key

1
Decrypt session key
with the private key Kerberos a a

Support Kerberos

Encrypted partial a ‘ VSM binding public key

TGT’s session key

Encrypt session key "]
VSM binding private key

Request TGS-REQ with
encrypted session key Partial TGT session key

SC-CON 2026 39
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Protecting Secrets in Secure VM

Encrypted VSM binding private key and
encrypted partial TGT session key is cached in
LSASS

They can be dumped through GetTokenBlob
function in CloudAP without administrative
privileges

* lsa-whisperer by Evan McBroom was used
as a reference for the implementation

However, they cannot be used without code
execution in LSASS and the session key
cannot be exported in plaintext

* Protected by Credential Guard

SGCGN 2026

[+] get_token_blob success!

"Version": 3,

"UserInfo": {

"Version": 2,

"UniqueId": "5e36e583-37a5-U4d78-892f-8350b60U45fd2",

"PrimarySid": "S-1-12-1-1580656003-1299724197-1350774665-3529442486" ,

"DisplayName": "victim",

"FirstName": "victim",

"LastName": "",

"Identity": "wvictim@ternp.com",

"DownlevelName": “victim",

"DomainDnsName": "ternp.local”,

"DomainNetbiosName": "ternp",

"PasswordChangeUrl”: "https://go.microsoft.com/fwlink/?1linkid=2224198",

"PasswordExpiryTimelLow": 3583418367,

"PasswordExpiryTimeHigh": 2147483446,

"PublicInfoPublicKeyType": 0,

"Flags": ©

},

"Prt": "MS5BV3NBeXVnOWVtcUN2RVd3RUhOc1I3dTJIsWWM3cWpodGICZELzblY2TVdtSTIUCOFBSmhyQUEUQLFBQ

...(omitted)...TWtiTG85dWZMejFpUQ",

"PrtReceivedtime™: 1772414983,

"PrtExpirytime": 1773624582,

"Proof0fPossesionKey": {

"Wersion": 1,

n ReyTypeH : Ilngcl\ .

"KeyValue": "AQAAAATAAAABAAAAOIYd3wEVORGMegDATS8KX6WEAAACE. .. (omitted). . .YKyC8SfIEPQLPKq
8fpCByPA9A1XInDsqJTqgCexhw"

},

"SessionKeyImportTime": 1772414983,

"WsmBindingPublicKey": "MIIBIjANBgkqhkiG9wOBAQEFAAOCAQS8AMITBCgKCAQEA0ZgpEHNCcPGUBYaciqgeN8l
ASERfmaONy-MzDXDEoDeFQJWOetzLGdEqU73MMmJI11x2kTzsmZah. . . (omitted). . .M8JJb7We7vYHYmtIFwh6BvgZ
vmcbrsoMeQIDAQAB",

"VsmBindingPrivateKey": "EQUAAAAAAAASAAAAZAAAAAEAAAABAQAAAQAAAOfc_IgtilejTA6yeJl896yJaFu
ZpVOjhHMiR-ts_drvdFCqFPu44vVEP7rgCyY2IgUgEAAAAAAAAAAAAAAAAAAAABAAAAN. . . (omitted). . .Sbgfovrz3
70qKVXwSLNddbDPDBQ_gk_1z@RH8cuwbRcByLU4SNEck-0QTfnb5SkseBgDblkI2ThcGPg",

"TgtMessage": "audIF-DCCBfSgAwIBBaEDAgELow@bC1RFUKSQLEkxPQOFMpBMwEaADAgGEBoQowCBsGdmljdGLtpY
IEnWGCBJkwggSVoAMCAQWhDRsLVEVSTLAUTE9DQUyiIDAeoAMCAQKhFzAVGWZremJOZ3QbC1RFUKSQLKXPQOFModIEW
zCCBFegAWIBEQEGAQR7VQAA0OIE. . . (omitted). . . 6-kHUkVeepH7h7rYqVZ7x4LK-tqSpeXkyWhqNFb2WpD1L jXml
F8GHIi37wmdmNWKFPKKz5KjbfBFCnj-E1bmrHg6pA8w9AYgYs_Uvkw2TSQ",

"TgtClientKey": "Pr-5m8T9owNalLWRxrLarD3NHWEOQx58_5JXP99XdzI. .. (omitted)...9bjuwD2K1-8mVit



Limitations in Credential Guard

*  When attackers request a PRT using credentials, the existing VSM binding key information is lost and
Entra ID encrypts the partial TGT’s session key with a POP key

« Attackers can also include a forged VSM binding public key in the request, forcing Entra ID to use it
for session key encryption

* As aresult, attackers are able to decrypt the session key themselves

Now

* Patched: Retaining the binding key information in the refresh token prevents it from being lost

 Can’t use the way of login with PRT cookie, cause already the key information is bound to refresh token.

 However, login methods which do not include binding key information can be still used...

* Login with username and password / WHfB assertion / Kerberos tickets if Desktop SSO enabled
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Conclusion




Take Aways

v Credential Guard protects session keys for partial TGTS by the VSM binding
keys

v' By abusing the keys on the device, credentials can be easily extracted even
from endpoints where Credential Guard is enabled

v Audit suspicious login event in domain controllers and harden your
environment (ex. Disable Desktop SSO)

SGCGN 2026
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Tools Release

BAADTokenBroker

BOF version of the previous release ©

Desktop SSO Kerberos ticket approach is now available from the initial release

https://github.com/temp43487580/BAADTokenBroker

[=]

3

[=]

: 4.-

SGCGN 2026
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